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Background
Why should we care?
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Automated driving
Industry 4.0

Medical assistant systems
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Background
What is safety?
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Rating safety: Safety Integrity Levels (ISO 26262-3, 6.4.3) derived from

› Probability, Severity, Controllability

Def. Safety
means absence of unreasonable risk due to

• malfunction (ISO 26262-1, 3.132)

• intended functionality

(misuse, performance limitation, environment) (ISO/PAS 21448)

[…] according to valid societal

moral concepts (ISO 26262-1, 3.176) 
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DNN properties

• Open world context

• ML algorithms:

• High-dimensional & black-box

• May be counterintuitive & instable

• Monolithic

• Inherent uncertainty

ISO 26262 SW component assessment

• Testing w/ test cases derived from (ISO 26262-6, Tab. 8)

• Requirements & boundaries

• Equivalence classes

• Expert knowledge

• Formal verification

• Inspection

• Implementation measures

Challenges: What’s new?

vs. recommended properties (ISO 26262-6, 8.4.5):
Simplicity, comprehensibility, robustness, suitability for software modification, verifiability

(ISO 26262-6, Tab. 7)

2021-04-14

Gesina Schwalbe © Continental AG 6



Public

WiDS Regensburg 2021-04-14

7Gesina Schwalbe © Continental AG

Agenda

Background1

Challenges: What's new?2

Types3.1

Examples3.2

Conclusion4

Methods3



Public

WiDS Regensburg 2021-04-14

8Gesina Schwalbe © Continental AG

Agenda

Background1

Challenges: What's new?2

Examples3.2

Conclusion4

Methods3

Types3.1



Public

WiDS Regensburg

cf. (Voget et al. 2018)

Types of Methods
The ML-based System
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Inherent Model
e.g. neural network

Learning 

Goal
Training 

Procedure

Post-

processing
e.g. pruning

Learning Content
e.g. training data,

symbolic knowledge

Model prior

Prevent causes 

for errors!

Verify & validate!

…

Prevent & 

catch errors!
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› Image manipulation

› Addition of artifacts

› Domain randomization

› Image generation › Counterexample generation
(Dreossi et al. 2018)

Creation
Training Data Optimization

(Geirhos et al. 2019), Fig. 1“speed limit 45”

(Eykholt et al. 2018, Tab. 1)

+ =

“bus” “ostrich”

in:

out:

(Guo et al. 2018, Fig. 1, p. 2)
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› Explainable intermediate 

output, e.g.

› Attention heatmaps

› Soft training constraints, 

e.g.

› Hierarchical

(Roychowdhury, Diligenti, and Gori 2018)

› Locality of activations

› Robustness against 

perturbations

› Proper uncertainty output, 

e.g. via

› Ensembling

› Bayesian DNNs

Creation
Architecture and Training Objective

(Kim and Canny 2017), Fig. 5

2021-04-14
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Movables

Persons Cars

(Kendall & Gal 2017, Fig. 1, p. 2)
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› “Attention” heatmap-methods for plausibility checks, e.g.

› White-box (gradients, relevance back-propagation, …)

› Black-box (occlusion based, perturbation based …)

› Knowledge extraction: Disentanglement of internal semantics

› Similarity of learned concepts
(Fong and Vedaldi 2018), (Schwalbe and Schels 2020)

Offline Verification
Quantitative Explainable AI

(Kindermans et al. 2018), Fig. 6

“woodish”

“greenish”

“treeish”

𝑣𝑤
𝑣𝑡

𝑣𝑔

Illustration of (Fong and Vedaldi 2018), Tab. 3

2021-04-14
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Formal verification

› Goals: Find

› counterexamples

› validity range

› reachable set

› Methods:

Layer-by-layer reachability / 

boundary estimation,

(constrained) optimization,

search, solvers, …

(Formal) Testing

› Goals:

› Semantic coverage e.g. via SDL & sampler

› Latent space coverage (direct & indirect)

› Methods:

Differential,

fuzzy,

concolic, …

Offline Verification
Formal Methods

2021-04-14
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(Liu et al. 2019), Fig. 2

𝑥

f(
x
)

estimated

bound

actual bound
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› Input filtering

› Redundancy & voting

› Monitoring, e.g. using

› Uncertainty output

› Temporal consistency

› Consistency of outputs

› independent outputs

› dependent outputs

Online Verification: System level measures

2021-04-14
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𝑓(𝑥)

Voting

…
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› Safety of DNNs requires new methods!

› Categories:

› Creation (“build it right”)

› V&V (“check it right”)

› System design (“prevent / mitigate failing in op”)

› Broad spectrum of methods in development

Conclusion

2021-04-14
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Safety of ML:

On a good way,

but still challenging
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Questions?

Contact: Gesina.Schwalbe@continental-corporation.com

Thanks!
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